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All systems should be classified :based on the sensitivity


Contact Kenmark at www.kenmark.web.com for help with your security needs





R	= 	Restricted use only


C	=	Confidential use only


I	=	Internal use only





Logon/logoff controls 





Desirable feature�
R�
C�
I�
Available �
Implemented�
Response�
�
Identification (a user ID) and authentication (a password) are required before any system access is permitted, including re-connections.  �



x�



x�



x�
�
�
�
�
The maximum number of consecutive attempts over one or more sessions to sign on with an invalid user ID/password combination must be limited.  After the threshold has been reached, the user is disconnected and the user ID is suspended. Intervention by the security manager is required to activate the user ID.  If access to both internal and restricted data is required, restricted access rules apply.  �
x�
x�
�
�
�
�
�
Procedures must be in effect to suspend logon IDs for employees who are on inactive status or who terminate or transfer (and no longer need this capability).  �
x�
x�
x�
�
�
�
�
Employee IDs must be uniquely identifiable by either social security number or employee number. Non�employee IDs must also be identifiable e.g.: contractor,  production IDs, customers, etc. �
x�
x�
x�
�
�
�
�
Controls will be provided to identify and deactivate the IDs that belong to customers who no longer have authorization to use the network. (The control used for identification may be a contractual agreement with the customer.) �
x�
x�
N/a�
�
�
�
�



Logon/logoff controls - continued





Desirable feature�
R�
C�
I�
Available �
Implemented�
Response�
�
Controls will be provided that can detect a signon attempt to the network using an ID already validated and in session, and prevent access. This event must be logged.  �
x�
�
�
�
�
�
�
The security manager or security officer has the capability to suspend logon IDs.  �
x�
x�
x�
�
�
�
�
The company name and logo are not disclosed on the user's screen or terminal until after the user has successfully logged onto the network. A trespass message should be displayed at logon time.�
x�
x�
x�
�
�
�
�
Access can be limited by the hour (i.e. 8am to 5pm) and/or by the day of the week and holidays. These controls should be effective across time zones (the computer in one time zone, the user in another). �
x�
�
�
�
�
�
�
�
Logon/logoff controls - continued





Desirable feature�
R�
C�
I�
Available �
Implemented�
Response�
�
Corporate policy must state that IDs and passwords cannot be shared.  Audit trails of session activity (logon, logoff, connect time, resources, and type of access) are created and retained for a minimum of one year.  �
x�
x�
x�
�
�
�
�
Controls exist to display to the user the last time the user's logon ID and password were logged onto the system so that unauthorized use of user IDs can be detected (i.e., When user logs on, a message will be displayed: “Last logon”...).�
x�
�
�
�
�
�
�
Attempts to logon without a valid user identification / verification combination must be failed only after both items have been entered. There must be no error messages stating the reason for failure. �
x�
x�
�
�
�
�
�
The system should not display any functions the user is not authorized to use in the current session.�
x�
x�
�
�
�
�
�
Non-employee IDs can be set to expire at a predefined date.�
�
�
�
�
�
�
�
Is the default ID or GROUP deactivated?�
x�
x�
x�
�
�
�
�
WEB access is limited to authorized users only.�
x�
x�
�
�
�
�
�
WEB users can only access authorized data.�
x�
x�
�
�
�
�
�



�



Password controls 





Desirable feature�
R�
C�
I�
Available �
Implemented�
Response�
�
The minimum password length must be x characters or longer.  �
7�
7�
5�
�
�
�
�
The maximum number of consecutive password violations before suspension occurs must be four.  �
x�
x�
�
�
�
�
�
Password values must be changed periodically.  The password cannot be changed back to itself (i.e., The new valid password supplied must be different from the old password). The password value should not be easy to guess.  A warning message will be issued five days prior to the password expiration date.  �
x�
x�
�
�
�
�
�
A procedure will be in place to suspend a user ID five days after the password expiration date if no password change has been made.  �
x�
x�
30�
�
�
�
�
Access to password datasets must be restricted to the minimum number of authorized personnel required to maintain the system.  �
x�
x�
x�
�
�
�
�
A password change must be forced during the initial signon.  �
x�
x�
�
�
�
�
�
The security administrator can reset the password.  When the reset password is issued to the user, it must be changed during the initial signon session.  �
x�
x�
x�
�
�
�
�
Passwords are never displayed on the terminal screen during session signon, or in clear text on any other media.  �
x�
x�
x�
�
�
�
�
�
Password controls - continued





Desirable feature�
R�
C�
I�
Available �
Implemented�
Response�
�
Passwords are stored one way encrypted (that is, decryption is not possible).  �
x�
x�
x�
�
�
�
�
Passwords in clear text are destroyed in storage after encryption. �
x�
x�
x�
�
�
�
�
An audit trail must exist for password changes and violations. The audit trail must be retained for a minimum of one year.  �
x�
x�
�
�
�
�
�
Password violation count is stored and reset only after a valid entry.  �
x�
x�
x�
�
�
�
�
At the time the user is forced by the system to change password values, a message is displayed stating that it is the company corporate policy that IDs/passwords are not to be shared. �
x�
�
�
�
�
�
�
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